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Total number of device connections (incl. Non-loT)

20.0Bn in 2019- expected to grow 13% to 41.2Bn in 2025

Data as of Nov 2020

Number of global active Connections (installed base) in Bn
45+
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oLk . :
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020E 2021E 2022E 2023E 2024E 2025E

= Compound Annual Growth Rate [CAGR)

Note: Non-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. loT includes all consumer and B2B devices connected — see |oT break-down
for further details

Source(s): loT Analytics - Cellular loT & LPWA Connectivity Market Tracker 2010-25
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Algorithm 1 Enrollment > Server
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> Create Challenge <+ TRNG(N)

Ca,2,. Ny < Server
Access to C
fori=1,2,...,N do
Clra...a) = LFSR(C)

for j=1,2,...,ado

r(; ;) = ArbiterPUF(C))

end for

end for

r(; ;) — Server

. Dissable Access to C
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Algorithm 2 Authentication (oo times)

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

L ® NP J

> Create Challenge <+ TRNG()

C + Server
n = TRNG()
C = Dpp(C)

C"=C'XOR n
CV12,..a) = LFSR(C")
for j=1,2,...,a do
end for

rijy — Server

Create Challenge — TRNG() — PUF
Recive r < PUF
if FirstTime then Cg4 < Save Challenge
else
C' = Dpp(C)
for n=0,1 do
Ch =C'XORn
ra = Predict(C.)
end for
h = min(HD( r,ro),HD( r,r1))
if h > e then Reject
end if
Colg < Save Challenge
end if

> Server :

> NotValid
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Abstract

The 10T industry faces many challenges, one of the most important of which is
communication security. Also, one of the most critical actions for establishing security
in communications is authentication; This means who sent the received message. Due to
replay attack and other attacks in this area, the attacker can send the incomprehensible
message received at the right time and achieve his sinister goals even if he achieves an
encrypted message. Therefore, even the complexity of data encryption does not lead to
network security. As a result, the use of cryptographic schemes alone can not be a good
solution for authentication. The proposed method for authentication is to use the
physical parameters. These parameters are randomly generated in the manufacturing
process, so it is uncontrollable to make changes. These protocols are called Physical
Unclonable Function. In this study, the resistance of some of these protocols has been
investigated. Due to the advantages and disadvantages of these models, a new model

called SQ-PUF has been introduced, which can show good resistance to attacks based

on machine learning. This is a secure and scalable architecture.

Finally, we examined the resistance of this model against machine learning
attacks and reports on the uniformity and uniqueness of data and hardware overhead of

the above model.

Keywords: 10T, network security, hardware security, authentication, machine learning.
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